WHOOPMALIMOHHAA NAMATKA AN OBYHAIOLMXCA
O JINYHOU BE3OINMACHOCTU B CETU UHTEPHET

C KaXABIM TOJ0M MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJHHUKH OIHH W3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, NOMHMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa maMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KomMnbroTepHble BUPYCbI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpamMM, OTIMUYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBISICTCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B JomoiHeHHe K 3TOMY,
BUPYCHI MOT'YT ITOBPEAUTH WM MOJTHOCTHIO YHUUTOXKUTh BCE (DaliIbl U IaHHBIE, TOJAKOHTPOJIbHBIE
MOJIb30BATEINI0, OT UMEHH KOTOPOTO ObLIA 3aIlyllieHa 3apaKeHHAs IIPOTrpaMMa, a TaKKe MOBPEIUTh
WIN J1aK€ YHUYTOXXUTh ONEPALMOHHYIO CHCTEMY CO BceMH (ailiamu B 1iesioM. B OonbiMHCTBE
CIIy4aeB pacHpOCTPaHSAIOTCS BUPYCHI UepPE3 UHTEPHET.

MeTobl 3alUTHl OT BPEAOHOCHBIX POrpaMM:

1. Ucrnonb3yli COBpEMEHHBIE OIEPAIIMOHHBIE CHUCTEMBl, HMEIOLUE CEPHLE3HBI YpPOBEHb
3alIUThI OT BPEIOHOCHBIX ITPOIpamMM;

2. TlocrossHHO ycTaHaBnMBaiK madtd (UQPOBHIE 3aIUIATKH, KOTOPHIE ABTOMATHYECKH
YCTaHaBJIMBAIOTCS C 1IEJIbI0 TOPAOOTKH ITPOrpaMMBbl) U Ipyrue 0OHOBIIEHUS CBOEH ONepallnOHHOM
cuctembl. CkaumBail X TOJbKO ¢ odunmanpHOro caiira paspadorunka OC. Ecnmu cymectByer
PEKUM aBTOMATUYECKOI0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEPE IOJ1 IIPAaBaMH I0JIb30BATENs, a HE a]MHHUACTPATOPa. ITO
HE MI03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrPaMM MHCTAIIMPOBAThCS HA TBOEM I1€PCOHAILHOM
KOMIIBIOTEPE;

4. Vlcrionb3yil aHTUBHUPYCHbIE HMPOTPaMMHBIE MPOAYKTHI W3BECTHBIX IPOM3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub (pU3HYECKUNA JOCTYI K KOMIIBIOTEPY U1l IOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHWE HOCUTENU MH(OpMallMU, Takue Kak (uemnka, AUCK win ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaliiIbl, TOJyUYEHHBIE U3 HEHAIEKHBIX UICTOYHHUKOB. Jlaxe
Te (aiibl, KOTOpBIE PUCIIAN TBOM 3HAKOMBIN. Jlydile yTouHH y HEero, OTHpaBJIsI JIM OH TeOe HX.

Cetun WI-FI

Wi-Fi - 370 He BuA nepenayn JaHHbBIX, HE TEXHOJIOTHs, & BCEro JIHIIb OpeH, Mapka. Eie B
1991 romy Huumepmanjackas kommaHusi 3apeructpupoBaia Openn "WECA", uro ob6o3Haudano
cioBocouetanue "Wireless Fidelity", koTopslil mepeBoauTcs Kak "GecrpoBOAHAs TOYHOCTD'.

Jlo Hamiero BpeMEHHM JonuIa Jpyras a0OpeBHarypa, KOTOpas SIBISETCS TaKOW Ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBOM TexHuku Hi-Fi, uTo B nepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Jla, OecrulaTHBI MHTEPHET-IOCTYN B Kade, OTEeNnsX U a’dpomnoprax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOJ[a B MHTEpPHET. HO MHOTHE 9KCIIEPThI CYUTAOT, 4TO 001Ie0cTymHbIe Wi-Fi
CEeTHU He SBISIOTCS 0€30MaCHBIMHU.

CoBeTbl 110 0€30MAaCHOCTH PabOTHI B 00IIEIOCTYHBIX ceTsix Wi-fi:

1. He mepenagaii cBoto nuunyto nHGopMmaiuio yepes obdmienoctynusie Wi-Fi ceru. Paboras
B HUX, JKEJIATEIILHO HE BBOJIUTH MAPOJIN JOCTYTIA, JIOTUHBI U KaKHEe-TO HOMEpa;

2. Ucnonp3yit u OOHOBISAI aHTUBUpPYCHBIE NporpamMmbl U OpaHamayep. Tem caMbIM Thl




o0e3omacuib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOWCTBO;

3. Tlpu wucnonw3oBanmu Wi-Fi otkmoun ¢dynknuio "OOmmit moctyn Kk (daitiam wu
npuntepam". JlaHHas (yHKIMS 3aKpbITa 10 YMOJYaHHUIO, OJHAKO HEKOTOPBIE IOJIb30BaTENN
aKTUBUPYIOT €€ AJisl y100CTBa UCIOJIb30BaHUS B paboTe uiu yuyede;

4. He ucnionp3yii myonuunsiii WI-FI uis nepenaun TMYHBIX JaHHBIX, HAIIPUMEp JUIA BBIXOZa
B COLIMAJIbHBIEC CETH WJIU B DJIEKTPOHHYIO MOYTY;

5. Vctionb3yii TonbpKo 3amuiiearoe coenunenue yepe3 HTTPS, a ue HTTP, 1.e. nmpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moObunsHOM Tenedone orkmoun Gpynkuuio "Tlogkmouenue k Wi-Fi aBromatnuecku".
He nomyckait aBToMaTH4eCcKOTo MOIKIIOYCHHS yCTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

CouunanbHble ceTu

ConuanbHble CETH aKTUBHO BXOJAT B Hally >KW3Hb, MHOTHE JIOAU PaOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apermcrpupoBaH MWUTHAPI YEIOBEK, YTO SBISICTCS OXHOMN
CelIbMOM BCEX KHUTeNed IIaHeThl. MHOTHe MOJb30BaTed HE MOHUMAIOT, YTO HHGopMaius,
pPasMCIICHHAA UMU B COLMAJIBHBIX CCTAX, MOXKET OBITH HaﬁﬂeHa M HCIIOJIb30BaHAa KEM YIroJHO, B
TOM YHCJIE HE 0053aTeIbHO C OJaruMU HaMEPEHUSAMH.

OCHOBHBIE COBETHI 110 0€30MTACHOCTH B COIMMAILHBIX CETAX:

1. Orpanunub ciucok Apy3eil. Y Te0s B APY3bsAX HE TOJKHO OBITh CTy4ailHBIX U HE3HAKOMBIX
JIIOJIEH

2. 3amuiail cBOI 4acTHYIO Ku3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXACHUS W JAPYTYIO JIMYHYIO HHGOpMAuio. 3MOYMBIIICHHUKA MOTYT HCIOJIB30BATh JIaxke
MH(GOPMAILIHIO O TOM, KaK Thl U TBOU POJIUTEIN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amumiaii CBOIO PEITyTaIHIo - IEP’KU €€ B YUCTOTE M 3a/1aBail ceOe BOIPOC: XOTEN ObI ThI,
4YTOOBI JIpYrHe MOJIb30BATE€IN BHJIENH, YTO Thl 3arpyxaemis? llogymaii, mpexzae dem d4TO-TO
OITyOJIMKOBAaTh, HAMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHILIB C JIFOJIbMU, KOTOPBIX HE 3HACIIb, HE UCIONIB3YH CBOE PeabHOE UMSA U
JPYTyIo JTUYHYIO0 HHGOPMAIIUU: UMSI, MECTO JKUTEILCTBA, MECTO Y4eOBbl U MPoYee;

5. Usberaii pazmemienus ¢ororpaduii B IHTepHETE, T/Ie T H300pa)KeH HA MECTHOCTH, T10
KOTOPOU MOYKHO OIPEICTUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpaiuu B COIHAIBLHON CETH HEOOXOIMMO HCIOJIb30BaTh CIIOKHBIE MapOiy,
cocTosiue u3 OykB v UG U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. Ang colManbHON CEeTH, MOYTHl U JPYTUX CANTOB HEOOXOIMMO HCIONb30BaTh Pa3HbBIE
naposu. Toraa ecnu Te0s1 B3JIOMAIOT, TO 3JIOYMBIIIICHHUKH TIOJTYYaT JOCTYII TOJIBKO K OJHOMY
MECTY, a He BO BCE Ccpa3y.

ONEeKTPOHHbIEe AEeHbIU

DJNEeKTPOHHBIE J€HbI'M - 3TO OYEeHb YNOOHBIA croco0 IulaTeXxel, OJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTST MOTYYUTb ITH JICHBTH.

DJNEeKTPOHHBIE JEHBI'M MOSBUJIMCH COBCEM HEIABHO M HMMEHHO H3-3a 3TOr0 BO MHOTHUX
rocyapcTBax J10 CUX MOpP HE MIPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKIIMOHHUPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, TJe UX pa3ieisioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIC M HE aHOHMMHBIE. Pa3HUIIa B TOM, 9TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MpOBOAUTH oOnepauuu 0e3 HAeHTH(PHUKAIUK [OJb30BaTesl, a B
HEaHOHWMHBIX MICHTH()HUKALINS TI0TH30BATEIS SBISIETCS 00s3aTEILHOM.

Taxke cienyer pasnuyarh 3JIEKTPOHHBIE (HUATHBIE JIEHBIUM (PaBHBI TOCYAApPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEQHUATHBIE IEHbI'H (HE paBHbBI TOCYJapPCTBEHHBIM BaJIIOTaM).

OcHOBHbBIE COBETHI M0 6€30MacCHOI paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:




1. IlpuBspku K cueTy MOOWIBHBIN TenedoH. DTo caMblii yIOOHBIH W OBICTPHINA CIIOCOO
BOCCTAHOBUTh JOCTYHn K c4yery. llpuBsizaHHBIA TenedOH TOMOXKET, €clii 3a0yaemb CBOU
IJIATEKHBIN IMapOJIb WU 3aiEIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit onHopasoBble napoiu. [locie nepexona Ha YCHIEHHYIO aBTOpU3AIMIO TeOe
y’K€ He OyIeT yrpoKaTh ONaCHOCTb KPa)Ku WM IiepexBaTa IJIaTeKHOT0 IapoJis;

3. BeiGepu cnoxxnbIl mapostb. [IpectynmHrukam OyieT He MpOCTO yrajaTh CJIOKHBIN MapoJib.
Hanexnsple maposiu - 3TO mapoiiu, KOTOPBIE COJepKAaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B ceOs
CTPOYHBIE U MPOMUCHBIE OYKBBI, TN PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK JoJiapa, GyHTa,
BOCKJIMILIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEpPSICIIb.

AneKTpoHHasA no4ta

ONEeKTpPOHHAs I0YTa - 3TO TEXHOJIOTUS U MPEJOCTaBIsEMBbIEC €10 YCIYTd IO NEPECBUIKE U
MOJYYECHUIO AJIEKTPOHHBIX COOOILICHHN, KOTOPBIE PACHPEACISAIOTCS B KOMIBIOTEPHOW CETH.
OO0bI14HO AJIEKTPOHHBIN IIOYTOBBIA  SIIMMK  BBITJISAUT CJIEYIOIIUM oOpa3om:
UMS_TIONIb30BATEISI(@UMSL_JOMeHa. Tarkke KpoMme Iepeladyd MpOCTOrO TEKCTa, HMEETCs
BO3MOYKHOCTb Ilepe/iaBaTh (paiiibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe € ANEKTPOHHON MTOYTOM:

1. Hano BIOpaTh mpaBHIIBHBIA MOYTOBBIN cepBHC. B MHTEpHETEe ecTb OrpOMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle JTOBEPATh TEM, KOTO 3HAEUIb U KTO IEPBbIN B
pEUTHHTE;

2. He yka3biBail B JMYHOHN moure JW4YHYI uHpopManuio. Hampumep, nyumie BbIOpaTh
"My3bIKanbHbIN _(panat@" unum "pokx2013" Bmecto "temal3";

3. Ucnonb3yii AByX3TaHYO aBTOPU3ALMI0. DTO KOI'/1a IOMUMO [1apoJisi HY>)KHO BBOAUTH KO/,
npuchUIaeMbiil o SMS;

4. BoeiOepu cinoxHBIA Taponb. IS KakIOro IMOYTOBOTO SIIMKA JIOJDKEH OBITh CBOWM
HaJICKHBIN, YCTOMYMBBIN K B3JIOMY IIapOJib;

5. Ecinm ecTth BO3MOXKHOCTH HAmMCaTb CaMOMY CBOW JIMYHBIM BOIPOC, MCIOJB3YH 3Ty
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBbIii A8 4acTHOM HeEpenucKku ¢
azpecaTamMM, KOTOPBIM Tbl JOBEpsACLIb. JTO JJIEKTPOHHBIM aJpec HE HAI0 HMCIOJIb30BaTh IpU
peructpanuu Ha popymax u carax;

7. He oTkpbIBail ¢aiinbel u Apyrue BIOKEHHs B MUCbMaX, AaXKe €CIM OHH NMPHILLIM OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISIIN I OHU TeOe 3TH (ailiibl;

8. [Tocne okoH4YaHus1 pabOTHI HAa TIOYTOBOM CEPBHCE MEpe]] 3aKPhITUEM BKIIAJIKU C CAHTOM HE
3a0yap HaxaTh Ha "Beriitu".

Knb6epOynnuHr unu BuptyanbHoe nsaeBaTesibCTBO

KubepOynnaunr - mpeciienqoBanue COOOMICHUSIMU, COJIEPKAIUMHI OCKOPOJICHHUSI, arPEeCCHIO,
3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOILBIO Pa3IMYHBIX MHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI O 60PHOE ¢ KUOEPOYIITMHIOM:

1. He Gpocaiics B 60ii. JIyumuii crmoco0: mocoBETOBATHCS Kak ce0sl BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTuUThCs, TO BHayalle YCHOKOUTbCcA. Ecinu Tbl HayHemb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUSI, TO TOJILKO eIie OOJIbIIe pa30XkiKellb KOH(IUKT;

2. Vrpagisii cBoel kubeppenyTaiuei;

3. AHoHuUMHOCTH B ceTh MHHUMas. CyIIeCTBYIOT CIMOCOOBI BBISICHHTH, KTO CTOHWT 3a
AQHOHUMHBIM aKKayHTOM;




4. He cTouT BeCTH XyJIUTraHCKUI 00pa3 BUPTyanbHOH sxu3HU. THTEpHET PUKCcHpyeT Bce TBOU
JIEHCTBUSI M COXPAHSIET UX. Y JAIUTh UX OyJeT KpaiiHe 3aTPYIHHUTEIBHO;

5. Cobmros1aii CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHn4yHbIi HeraTuB. OQHOPA30BbIE OCKOPOUTEIBHBIC COOOIIECHUS JTYYIIe
UrHopupoBaTh. OOBIUHO arpeccusi NPEeKpalacTCsl Ha Ha4allbHOM cTauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOILEHUSMH, B COLIMATIBHBIX
CeTAX €CTh BO3MOXHOCTh OJIOKUPOBKHU OTIPABKH COOOIICHUI C ONPEACTICHHBIX aIpECOB;

8. Ecmu TBI cBuumerens kuOepOywimHra. TBou JCHCTBUSA: BBICTYNHTh IPOTHUB
IIpecieioBaTesl, MoKa3aTb €My, YTO €ro JACHCTBHUS OLEHUBAIOTCS HETaTUBHO, IOJAJEPKATh
KEPTBY, KOTOPOI HyKHA IICUXOJIOTMUYECKas IOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO
IIOBE/ICHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIBIN (PYHKIIMOHAT,
U Tenepb OHU MOT'YT KOHKYPHUPOBATh CO CTAallMOHAPHBIMM KOMIbHOTEpaMu. OJHAKO, CPEICTB
3allUThI AJ1 TOJOOHBIX YCTPOICTB [10Ka OYEHb Majio. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEN B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak Juis 1K, To e camoe kacaeTcst 1 MOOUIIBbHBIX MPHIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl YK€ IMPAKTHUYECKHU JOTHAIM HACTOJIbHBIE AHAJIOTH,
OJIHAaKO paciiupeHue (yHKIMOHaNa BieYeT 3a Cco0OW OOJBIIYIO CJIOKHOCTb M MEHBUIYIO
3aIIUIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENIM BBITYCKAIOT OOHOBIICHMS, 3aKPBIBAIOLINE KPUTHUECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHbIE COBETHI /17151 0€30IaCHOCTH MOOMIIBHOTO TeJedoHa:

Huyero He sBnsiercst mo-HactosiuieMy OecruiaTHbIM. Bynp octopoxeH, Benb korja Te0e
IpeyiaratoT OeCIUIaTHbIH KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKME-TO IUIATHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaButh SMS, ¢oTo nimm Buaeo. Tel TOYHO 3HAEIB, TJ€ OHU OyIyT
B KOHEYHOM HTOre?

Heo6xoauMo 00OHOBIISTE OIEPAlMOHHYIO CUCTEMY TBOETO cMapTQoOHa;

Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBbI /17151 MOOUJIBHBIX TeNIE(OHOB,;

He 3arpyxail mpuioxeHHs: OT HEM3BECTHOTO MCTOYHMKA, BEJlb OHU MOTYT COJEP)KaTh
BPEIOHOCHOE ITPOrPaMMHOE 00ECIIEUEHHE;

[locne Toro kak Thl BBIMJEIIb C caiiTa, € BBOAWJ JIMYHYIO HHpOpMAIMIO, 3aiau B
HacTpoiku Opaysepa u yjaanu cookies;

[leproanuecku npoBepsii, KaKUe IUIATHBIE YCIYTH aKTUBHPOBAHbI HA TBOEM HOMEpE;

JlaBaii cBOi HOMEp MOOMJIBHOTO TeleoHa TOIBKO JIFOJSAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeH ObITh BBIKIIOUEH, KOT/Aa Thl UM He monb3yembes. He 3a0biBail nHOr 12
IIPOBEPSTH 3TO.

Online urpbl

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPAcCOUYHbIE, 3aXBaThIBAIOIME PpPa3BJICUYCHHUS,
O0BEAMHSIIONINE COTHHU THICSY YENIOBEK M0 BceMy Mupy. Mrpoku ucCienyroT JaHHBIA UM MHD,
00LIat0TCs IPYT C APYTrOM, BBIIOJIHSIOT 3aJaHHsl, CPAXKAIOTCS C MOHCTPAaMU U MOJTY4aroT OMBIT. 3a
YIOBOJIbCTBUE OHU IJIATST: MOKYMAOT JUCK, OIJIAYMBalOT a00OHEMEHT WM MPUOOPETAIOT KaKue-
TO OIIIIHH.

Bce atu cpencTBa uayT Ha MOAIEpKaHUE M PA3BUTHE UTPHI, a TAKXKE HA caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCSI CUCTEMBI aBTOPH3AIlMH, BBITYCKAIOTCS HOBBIC MaTuu (MUGPOBBIC 3aIlIaTKA
JUTSI IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.




B no1o0HBIX UTpax CTOUT onacaThbcst He CTOIBKO CBOMX COTIEPHUKOB, CKOJIBKO KPakKd TBOETO
naposisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3AIMK OOJBITMHCTBA UTP.

OcHOBHBIE COBETHI 110 6€30MaCHOCTH TBOETO HTPOBOTO aKKAYHTA:

1. Ecnu apyroii urpok BeAeT cedst MI0X0 WK co3AaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UTPOKOB;

2. [loxanyiics aAMUHUCTPATOPaM UIPhI HA IIOXO€ MOBEACHUE 3TOTO UTPOKA, JKEJIATEIbHO
MPUIOKUTH KaKHEe-TO JI0KA3aTeJIbCTBA B BUJE CKPUHOB;

3. He yka3siBaii inunyro nHpopmaiuio B mpodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeodUIMaIbHBIC TATYH U MOJIBI,

6. Micnionb3yi CII0’KHBIE U pa3HbIe N1apoJIy;

7. Jlaxxe BO Bpemsl WUIpbl HE CTOUT OTKJIOYAaTh aHTUBHpYyC. Iloka Thl wrpaemb, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

PULLIMHT UnNu KpaXxa JINYHbIX AaHHbIX

OObIuHOM Kpaxkell IeHeT U JOKYMEHTOB CETO/IHS YK€ HUKOTO HE YIUBHIIb, HO C PA3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA TEPEeMECTUINCh B HHTEPHET, U MPOJOJDKAIOT
3aHUMAThCA "MIOOUMBIM" JI€TIOM.

Tak mosBUIACH HOBasg yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WIM (DUIIMHT, TJIaBHas LEb
KOTOPOTO COCTOUT B TOJNYYECHUU KOHQPUICHIMAIHHBIX JTAHHBIX IOJH30BATEICH - JIOTHHOB W
naposeil. Ha anrnumiickom si3bike phishing untaercs kak ¢ummar (ot fishing - peiOHas 0B,
password - mapoJs).

OcHOBHBIE COBETHI 110 OOPBHOE ¢ PUITHHTOM:

1. Cneau 3a cBouM akkayHTOM. Ecnu ThI moi03peBaeiiib, 4TO TBOSI aHKETa ObljIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO
CKOpEe;

2. Wcnonw3yil 6e3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CUCTEM;

3. Hcnonb3yii cloxkHble W paszHble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOJIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3moMalnu, TO HE0OXOIUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
00aBJIEHBI Y T€0SI B IPY3bAX, O TOM, UTO T€Os B3JIOMAIH U, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MoOUITBHBIN TenedoH;

6. OTKITI0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbiBail (haiibl U Jpyrye BIOKEHUS B MHCbMaX, Aa)Ke €CJIM OHU MPULIUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (haiibl.

LUndpoBas penyrauus

[udposas penyraiust - 3TO HeraTHUBHas WM MO3UTHBHAs HWH(poOpMalMs B ceTH o Tele.
Komnpomerupytomas uapopmanus, pasMelleHHas B UHTEPHETE, MOXET CEPbEe3HbIM 00pa3oM
OTpa3uThbcsi Ha TBOEH peanbHOW ku3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIH
dbopmupyercs u3 uHbopMauu o Tede B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJ0KEHNE, OCOOCHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIIMBAECTCA B CETH.

MHorue MmoJapOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyONMKalMW JUYHOM MH(OpMaIUH B
WHTepHeTe, He MOHUMAasi BO3MOYKHBIX IOCIEACTBUN. ThI aXke He CMOKENIb I0TalaTbCsl O TOM, YTO
dororpadus, pazMerieHHas 5 1eT Ha3aj, cTajla IPUYUHON OTKa3a MPUHATH Te0s Ha padoTy.




KomMmenTapuu, pasmenienue TBoux (otorpaduii u apyrue ASHCTBHS MOTYT HE MCUE3HYTh
JIaXKe TIOCJIe TOTO, KaK Thl MX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAaHWJI 3Ty HH(POPMAIIHIO, TToTIaia
JU OHA B IMOWCKOBBIC CHCTEMBI M COXPAHHWJACh JIM OHA, a TJIABHOE: YTO MOAYMAKOT O Tebe
OKPY’KAIOIIHE JIFOAM, KOTOPble HAMIYT W YBUIAT 3TO. Haiit mHpOpMaImio MHOTO JIET CITyCTS
CMOKET JIF000i - KaK U3 JOOPHIX MOOYKICHUH, TaK ¥ C HAMEPSHHEM IPUYUHUTH Bpea. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI I10 3aIUTE NU(POBON PEITYyTAIIH:

1. IMoxymaii, mpexae yeM 4YTO-TO MyOJIMKOBaThH W TepeaaBaTh y ceds B Oyore wid B
COIIMAILHOM CETH,

2. B HacTpoiikax mpoduiis yCTaHOBH OTpaHMYCHHsI HA MPOCMOTP TBOETO MPO(MIIst U ero
COJIEP’)KUMOT0, ClIeNail ero TOJIbKO "Isl Ipy3en';

3. He pa3Memaii u He yka3biBaii HH(OPMAITUIO, KOTOPAst MOXKET KOTO-THO0 OCKOPOISAThH WUIIH
00MXaTh.

ABTOpCKOE npaBo

CoBpeMeHHbIE IKOJIBHUKH - aKTUBHBIE M10JIb30BATENH HU(POBOro mpoctpancTBa. OgHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOITIO/ICHHSI TIPaB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

TepmMun "WHTEIIEKTyanbHass COOCTBEHHOCTh" OTHOCHUTCS K Ppa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAauMHas C HOBBIX M300pETEHHUI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
HAa TMPOIYKTHl M YyCIOyrd, W 3aKaHyuBas KHUramu, Qororpadusimu, KUHOUIBMAMH U
MY3BIKJTbHBIMH [TPOU3BEACHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEIUIEKTYyalbHYI0 COOCTBEHHOCTh Ha IPOU3BENICHUS
HaYKH, JINTEPATyPBl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAY€CTBE TAPAHTHU TOTO, YTO
MHTEJJICKTYaIbHBIM/ TBOPUECKUN TPyA aBTOpa He OyneT HampacHBIM, AAcT €My CIIpaBeAUBBIC
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOErO TPYAad, NOJYyUYUTh U3BECTHOCTb U IPU3HAHUE.
Huxkto 6e3 paspelnieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOINYHO
UCIIONTHSATH, IOKA3bIBATh/UCIIONHATD B 3(Upe Ui pazMeniath B IHTepHeTe.

Hcnons3zoBanue "muparckoro” MmMporpaMMHOTO OOECIeYEHUsI MOXKET MPUBECTH K MHOTHM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM AaKKayHTaM 10 OJIOKUPOBKH TBOETO YCTPOMCTBa, Il
yCTaHOBJIEHA HellerajgbHas nporpaMma. He crout Taxxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETajIbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopTane

CeteBnuok.p@ - TBOH IVIaBHBINA COBETUUK B CETH. 37€Ch Thl MOKEIIb Y3HATh O O€30M1aCHOCTH
B CETH TOHATHBIM W JIOCTYITHBIM SI3BIKOM, a TpPH BO3HUKHOBEHHH KPUTHYECKOW CHTYyalluu
00paTUThCS 3a COBETOM. A TakKe NMPHUHATH ydacTHe B KOHKYpcax M CTaTh CaMbIM IH(POBBHIM
rpaXxaaHuHOM!
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